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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic data storage 
system, a history verifying device, an electronic data storing method 
and a recording medium by which electronic data can be prevented 
from being fraudulently altered or erased and detecting erasure and 
alteration of electronic data and capable of securing the original 
record performance of the electronic data can be secured. 
SOLUTION: In this system 100 which has a history management 
device 5 for managing the history of stored electronic data and a 
history verifying device 2 which has a means for detecting the 
alteration of the history and a means for verifying that the history is 
the newest history and stores and manages the electronic data, the 
history management device 5 has a means for confirming that 
individual histories are not fraudulently altered, a means which 
prepares an identifier for verifying that the time sequential relation of 
histories is not fraudulently altered and verifies the relation. The 
history verifying device 2 stores the identifier of the newest history 
in the inside and a means 18 for verifying whether or not the verifier 
of the inside is matched with the identifier of the newest history of 
the history table. 
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Ski, 
JWiU 

mJE«ffi«iiE3SBlS. 

is 

*tfo«KoBBE^fcrt<»K«tf U MrGrt»lc{iMF£ 
ttfcSiE-^i HfJEBffiT" — ^K^ftSf^aS^BH^^ 
-ftfttfcffl-rsr. 4fcj; *9 ffiEaBa'ftSrOJBB-?*)* 
r 4 £«SEi-5BfiE^«iiE3MS:4, *Aii-T5^i^# 

[IS** 2] ffireJBEttBEKB^, fjES^roaM^ 
BfiE-T-«T»IAi- 5 ftSfBliE^ftiW* 4 , 
««OH*i:BIE-T-«:fPdt-r5BIE««f*«i:, «:« 

WIB**rBE^»Jtt*tt^ffl^b^T^*^*S3f:nI«6-c 
&5 <t 5 fcffi^^tL, HuEBBE^MSr^Stc J; fliESft 

*W*ar«ffidSH3KSnfc»-fr^o^fflrE*iSfBII^- 

1 1" 5 n * 3i i is it cd m ^ ^ - * « 1= > ^ t- ^ o 

[IS** 3] MfEBBttEEKBtt^ fflJEBJET— 
.^*K¥«.*4t*> 

WEBE^HftEE^Sttu ftuEJUB^ — y/Wigf^)lI 
coBiiE^ 4 ttEftlBrBBE-T-ftiWat^BliE^^— 

tMEi-« r 4 -rsii** i e«o«^«-^« 

m^^-^^l=(7)®E^E1Si-^n^--^?rWSi- 
^liflgfi:, »*rO«KOB15E-7-S:rt«Bfc(R*i" 

tfcE^5fc*OBE^*ffjau*Er5fc*0«liE*IB: 
4, 

4 x 

iiuE«Bft!H£fia><b, WcZftfDmmnmM^&wt^mL 

WrEBffi^ — ^0*»r(7>Jlffi^BIE-¥- 4 ffc£^ffi 
-f 5 r 4 (a 9 mEJBK^**r(OJB[E-C*>5 - 4 *«SE 




$$H2 001-337600 



2 

■t-£BiE^&H3MS:4, SrWrr* r. 4 t5S 

[M*« 5 ] m^r- * tcR U 

4^; 4 ^^!IE-r^fci660^liE^^{ / F*4, m^-x-* 

*BEi"Sfc«>^ BtrE«KlM£*«tcr*-fe;*U tfcSE 

[1(1**6] m z P? ; -*i%: f g<Dmm£m^irz>mm9- 

*Bi-**«4, 

5 «> BUE ^ £ f^dc-t" 5 4 , 

**f^JBffiOBBE-7-*:K^HlU, WEJlffiv 1 — 
fT^®Sco^liE^4cD-i(c^^fiE-r5r 4tc£ 9 mJEffl 

^Sfcfeo^o^^ASrEftLfc^^tra. — ^BtBt») pI 
IBttEftllEtt. 
[If** 7 J i^r-^Sf(OSl$rflf5«If 

ryi?-^>f v^* K Xt> # ii<JEJil®*-§\ MM^, JK 

* fSrBjp^bLTWbixSBIiE^bjaiaKWWSrtt 

EBffi^SESSBf-iUffliU, 

StrESSttlEKB^. 

«TEJBK*S3SB*^5SfSSnfc«!lf#*, MM-*, JR 
mjEf^Lfc^ y-fc — ^y-f vzr.;* h4 1 ogfi<£>BliE^- 

(WrE«K*a3fiB*»bas«snfcBii-iF-*a-9-{kL, jw 

E#ttW>|JSftfc £ 9 #b;ft£<i4 fcbtSS L, 

B^biSfSSixfc«K««R*s*lWeo«ffi««*^*^K 

WE*jRoBKflM8"C*>-&i:*, fflettlfflSlJd^ 
5Hff S ttfc^IiE^ 4 BuEBS^EESSBrt oSjgfBE^ft 
50 ^*{c^:l : $i^TV^5afT^liE J r4^hbg^L, ^coht® 
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3 

^^^^ V-fe — S^^^a:^ h£Bf -*HfcLT# 
bixSBaiE : ?-^b^5aS1fa^'b < k<5v>T^ ry-tr-v 5 

TOEBf^kSixfcBliE^-Sra^kU, fuElfeti&tofftSSfn 

U 

•WBBE^ttiWat^bftlBrBljE^SrK^taL, ftlEJIIM 
[0 0 0 1] 

A/, JHifeoKJhfe.fc^ipSrnrteiri-Si £ fed, 
HtfcBEKtt, «^^-^« < Sr*ffi*3«t^E««Ett:^liB-t" 
[0 0 0 2] 

WWW(Wqrld Wide Web) V—^t 7=7 *} if H 

[0 0 0 3] f/^^, (1) 7'7^f^iilf ttv>^, 

*B (Authentication), (2) J: 5 7^— * coj& 

•*KJht"*fc*fc(EiS-t-57*— ^OBF-S-ffc (Encrypt io 
nh fcJ:t>* (3) ^~^&3**^-*#&£*Ay£;ft 
■f { c ffi ^ ( c j£ P, ti tz r £ £ « I IE i~ 5 t= — * - g ft <£> « BE 
(Data Integrity) <7>$Sf£-c£>£ 0 

[0 0 0 4 ] ^-BBE«, «^EEl§8»£^BH«9f-i!- 
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*S;Srfflv>THmStu5o S^BEKSli. -9— 
«j»ra. t^B«»OME«||o«f«»(Dlr-/<-(D# 

# * mm 5 tt «r t * ti b (d m m a* :e l v ^ £ «r «sEi- 

teSJx* (0 2i#Bg) 0 -9— ttw^^BEW** 

[0 0 0 5] r^Dtl:*l^^im J ?■fIE0^S(C^^^i^TV^>5rt 
#u C A (Certificate Author it ies) £ m*£tiZ>W>ffl[& 

[0 0 0 6] 

fettil-Z^&timfi^tzfzbblz^ t^!4<ott» ibixfc 
tz 0 

[0 0 0 7] *«Wtt±E*fflffcHi^T4S*Lft:fco 

30 ^ t^E«jBE»:&»«"r*r £T 

[0 0 0 8] 

[RHSrABfci-Sfcfto^a] (l) *5S9i<D*^- 

«-*<oiiaidsakS'A/**tTv^*v^r.£S:»B-raflt 

t * tWBEi- 5 46 COBSE^ * U«HEi" « fe HE 

*«£, ^m^tzmm^mmmit, sii^tsK?/, 

^ *tfcj5Di-*aka?A/tfc»^H:£, SSf^HS^BfiE^Srrt 
SCM «uErt«5tc««S^B8iE^-£attEa®^ 
-^^oftfrOBK^BlE^^— SSrttffl-r * r £ *c «t 
f9 «TE«ffid*»«r<OJBK-e*>^ r £ £^M1-5B!IE^ 
BE^Ski, SrO^fcfflffitMiEaea, £^^{i-r^r£^ 

[0009] m^-r-^^afe^^ ?h 

[0010] (2)^l<|j: (Msftqi 2 ) , flfiEJBE 
50 ^lIE^gtt, ffllE»lK<0«E(^BIiE^**&«rtt-^ftiBfB 
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iooii]-(3)»*L<*a 3 ) , mmmm 

BE^&E^ate, HfjEfflffi^ — y^<^**rO«McoB 
4: *rE*«BE^*fAJ*^BE*tf-*i-5 *MAE 

[0 0 12] (4) *&W<on>*T — J* 
(HI** 4) f*. S^^f-^^f tflt^I^ 

i Zmtir Ztz&b (OmmE* £ ftf& LSSE1" S ft O&E 
fSi^ «K^»+S*?A/Srtti9Pi-4ac#A/|ft»^a 
iuEJgS&E3£fia>fb. S^SMcof&liE^Srl^ 

«i±}-TS r. t K J: 9 SfJE«S^*»r^a®-e*>S r <h £ 

[0 0 13] (5) W*gi 5 Kaffir SBWtt, if** 

*£E*Lfcfittttf*:-C*>Sc 
[0 0 14] (6) l»**6«c:«-jESi-**Wtt, «** 

A£E^LfcEit£E{*^fc3 c 

[ooi5] ^Bjswjctixa, ttvkwm* <omm 

o*ttW»i»ti:9, *ixK<fc!?»&ftS*iR<0BE 
^SrW^tf I C;fc — K0>«k 5<C»^>^—tt* 3 fir-*"S3S 
KK«»**i*o ro*«rOBE^ttttf«^5piE*c:Bk^ 

ttf««5JEW3fi*ff*>*i, 

tan, m^^-^ifls^ey^tf^- k-t^^bk 

«J5fctC7ioTi^5 0 C O/cft v'^-k^ftSrifcftSfcift 
* 4: v ^ 5 MB jR «: *BB W ttWSti" S i t -C # 
[0016] 
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[0017] ai i*.*&W(omM<DMmz&rtz>m*7* 
* oro*tt*«E-r s ±-ctt t « 5 

So l^r - ^ f Igf 3 Itl^T - ^ ^ffif • fit 
[0 0 18] B2H WS^f^r — ^ 7^ 

- ^ (^)f ISrff 5 f ^f-^ f IIS 3 k, 
20 /^nsm^-^^f*^ atffli«IC*-K 

^BEW«^o^^nr«^^-^i%ff««:4Jc:»iWS 

-://Wc N »»tr*OflMR^EBS*t5o — 
tt*OJtjEtt*«Ei-Sfc»JCBE-=F-**o*tfenT*3 
0, «K***B-efc*r.4:«:«Ei-Sfcft, ®M<^«#t 

trcoEie c:m be^3) tfi/xr-Mcm^z 

nfclIiUgfi (IC*-K*JO 2tC5fc^«*S 

[0 0 19] l2 3tt«^x-^«ffa<*4«c:»jW$tbS 
Iff-^Dl^l^to 4 
It-f - ^ f Igg 3 (C i o t Iff - ^ D 1 cO*#& 
Bt^tUL^fr^So S^x- 4 tell® 

[0 0 2 0] El4^m j rx-^t : l^g3co^^^ 
7. ^>t-^SSE^IIt8, l^f-^fi^t 




7 

-^»n-7-»iiEas«8tt^ v~t-i>mm^mmmF a 
mmmmm 2 (D^mm^mm^umsr ?^*mw 
[oo2i]85 (t^K^s^M 5 ^w^^^r 0 mm 

H8iJ-7-X*«MBF 5, JBSttEEttflgF 
6, flI5S«ffiF7^to fl Hf-y;^SlO 

[0 0 2 2] HBlillif-^IMftiti OCftftSil 

$&> <n* vt-isy^ k bbe^stju 20 

[0023] m7 nmmtmm^(Dm^^Lx^^ 0 

h 2 1 ri>b#f*:tc^ s/ir — ^^>T h 

2 3tMt2i, ffr&^/c^ ryir-^^v^* h 2 

3 ttB»^k $ tbsSiiE^- (H 7 T? E l*HF ^ftoto 
SSr^-fo **5, ^ b2 lfiSflrt 
^l^r-^O^ yt-v 1 ^ i/x^ hTiot, &m '30 

Itll raiRtcf^jgKSixfc^ 

[0024] §8 (instt&EKit 2 co^^^^-r 0 mm 
mxmw2t$m^T-?m'&^itm&&m 1 2, m^-x 
-*ffl*#ffc«tt*to*i 3, iifflitwwi 
4, ns^Ht^bMftMJt 1 5, *ftBffi?ttMft 1 

6 , MrnS*#tttt* 1 7 . JHB&IESJttP;£B 1 8 

3BiE^-5E»f«ffiF 8. BEE-T-ttEEtttffiF 9 % JB 
ffiOBBHMfciiEflMBF 10^ft^ o «ffi«!3E3£K2« 
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^MSr^ff^tt, ^SFBA»b^««— ^Hffi^T^-fe^li 

tft«»»*i 4, aBffiUP^bttttMJCi 5tt-tffflf 
5o «E*BE»«2 0«tBttB^*tr5a»f-J:oT* 

^-fe^mi 7tcj+o£^n- ; etii?*> K-r^ 0 si, 

-h\ *a«M*»#ii**vfc«HiBliE3Sll«B*ffl»:^ 
±oTB«- JBBttSEfflffPgft 1 8 ttJKB 

[0 0 2 5] BT*d«»«E«OSMBta-<5 0 E19(im^ 
f-^fIil3Ciot^, «^ f -*«#*l«F 1 * 

ftffiFl-Ctttff-^Dl, St>'HHfSD4^A^ 

D5S:AAilT#5o »7f^Sl-C, lit 
«K«5^tftiEi-*«B*lE««BF 6 **fT+*. 

*cak^/u<o<cv^r ttmm^tix^^m^^^, z<n* 
aM-*«wj^«**MBF 5 SrfcfcMsu^-D e 

UTlWJ^JBSailBF 5K«i-o ^7-^3g$iX^»^ 
{CJL ^x^^ P S9^it^. ^Tf5c ^ry/S3^ 
IE»(C**T ^^S 5 -C* y-fe — v>*^ 

figF 3^m^x-^D 1, Jm4ffif«D4, flS'J^D6^ 

IRMttF 7JC«ffliJ^D6, JS^1W^D4 N ^^ir- 

tLfe^^ii, *y?S 9 fcii^^^ — ^ yir — ^Srffi 

^ y-fe — ^BEE-¥-D8*m*i: UT»5. I»D6i 
m^ff^D j/t-'^BEfD 8 <h «>TSSftttf 

[0026] Hi Ott*^— *«iaaSB.3*c:d3V^T, 
m^x-^^iiE^tgF 2 ^^TLf^#^7n-f 

D6^(ti6 0 ^^(C^x^^S 1 OfCjoV^T. 
»affi«K5<0«EttBE«jl6F6«:3llT-r^ 0 ^yfS 
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1 0^jE*«C*t-T Ltzm&^n, ^ry^Sl 2 

1 3 ^io-^-tm^-^D l i^JStti»«D2S:A* 
i Lty y-fe — S*BE-?-*tiE3S« 8 s^-tr — ^BBHF- 

^y^S l 5Ki«^ ^Tf5 0 ^f^S l 3#jE 

[0 0 2 7 ] ^ yfe-^«BE-¥-*BEai|BF4H:y y-fc- 

LfcJRtttff«D 4 , BUBU-T-D 6 £A;fj£ LT*i, 

MT^ir^^M6 £S£ LTBffi«liiH£«2<7>liE<7)B 
BE-?-*liE«Mg F 101;^ y-fe — *s?4*J=.x hD 1RXJ 
aSftflMRD 2 a>?>»g ffi Lfc> y-i? — ^BBE-T-D 8 §rA 
7^ Lt^i, HfftSo BK^BE^IftlEflMBF 1 0 
ttW^x — *ffi«^fc«*tt* 1 2 Ktejft Stutter 
V*T, * y*-^BE^*r«*ftU #fe*i,fc=i-K** 

mm^M^mimt^F 1 o^^-^Lfca^tci^ 

[0 0 2 8 ] Ml 1 (IJilffif 5 KSSV^ M&fr 

3 0 ^fy/Sl 9"CBklT#*S: r =0 t U **ry? 
S2 0"C»fc4«iiJf ID= (b* , r) (SRflJ^D 

6) ^rn^u *T"*-s. akiri|g^*#o*i^jctt, * 

^y^S 2 1 *c*5V^Tb=3t»#*D5 ir-fSo 
7^8 2 2 T'llr-yy^M 1 0 U £5 

yy'S 2 5 tc£5V^T r fc 1 Sr^D TLX &> h fcfC&fT 

tD6= (b, r' ) «rfcti*U &*TirS 0 
[ 0 0 2 9 ] m 1 2 liaM^SI^S 5 tC*5V^. 
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Bffl«F6S:*fifLfct#©7n-ff-ht«t. *fe 
ft^ry^S 2 8-fl0[l7;-^v»aei 0 CD®E<7) 
fTftSrW^ :tiS:KfSt 0 X, LT k SrfflS 

U k=l<bi-^ 0 ifc^, 7T^yS2 9CioV^lI 

— 0Ok#gtf>fT7^b, llifDG, 

»D10, IttSlDlL ^yt-^^v^x^ 
BflFPD 1 3S:H5^ffli- 0 ^fy/S3 0^ 
*3V>Tk = 1 <Dtfk&\cnXT*y7S : 3 2(CittP 0 -ttb^ 

10 1 0<7)k - lSg^fr^kBiiE^D 1 4 &*l3^ffl-f 0 * 
T^S3 2JC*5V^T, H#fD9, SttBU^-D 1 0, 
KttflMRD 11, > y*—*s?>(is=L* hD 1 2, WSE 
i^Di3, k = i-C4v^i:ftSbi:BIIfDi4t 
AT^i LrBffi«lliEK«2<75Bli£^tMiE««F 9 

cot Lt^T 7 7 s S 3 6 tcit^ ^7 — jy-fe — v^ffi 
^Lt^Tt5„ 7fyyS3 2diE»i:»Ttt«^ 

So 

[0 0 3 0] 013 ttJRKV&3£ft 5 fC&^T, 

ISftMF7m JRttfflf*D4. 

ir — is 4T hD 7%AJjt LTS*tffii5o *&«)fw 

^r^ys 3 7tllr-7>^f 1 O^fU » 

^tt^jE^Bau^i u^fy^s 4 2fcii^ N ^7 

^ry/S3 9i:S^ S»S»J^-D6, ^ 
^ir-v^^V 7^A^t LTBK«BEgfi«2 

OBBE^-3J*f««BF 8 Sr*fTL^ llifD l 5 . ISsS'i 

^7y7 a S4 l"CflT-7>jlMl 0(CII#^D 
15, MifDS, 8ttftiD4, *y — 4 is*. 
^hD7, BiSE^F D 1 6 £^7t&tTfCiI£n-r6o 

4 2 -0* y-fe — ^BBE^F-D 8 ^tib^ L. ^Ti"-5 0 
[0 0 3 1 ] H 1 4 tt«E«HE«« 2 tC*5VNT. BiiE^ 
40 3G*f««F 8 «1?Ufet#©7P-f-t-ht*t. 
BEE«=F-3E*r«l6F 8 ttUBM^-D 6 , JRtt1««D 4 . ^ y 
ir-v^Vv^* bD 7^A^)i: LT#5 0 thsb^*^ 
7 7 P S4 4 1 7(7)S@#-^^K t 

*D 1 5 it5. ^t^S4 5-e«ffi#*D 15, K 
S'J^-D6, Mtttf^D4, ^7t-y^yx^bD7 

^r^S4 6tCiol/^T. ®ffi#-i-D 1 5*5 1 -OfcSa* 

s^^w^. i coa^tt^^^^s 4 8tciitfo i-e*v> 
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D 1 6 t m%rmmi L feffi& 1 6 \zfcih£tiX^Z&igi<D 
BIE^rD 1 7 k<D»H2,tfymm$Q$:VL 9, 3-KD18S: 
#fc<0*>. ^f^S4 8Citp 0 ^fy^S4 8Tli 
= — KD 1 8 ^ /c (1 ^ ^ir — ^7hD16 £H 

BfB«f*fkB»lrt*l 5Jc»*SixTi^i»»{b«c:J: 

S 4 9 -Ctt*f fc4BBE^D 1 6 ^t«?et&»3« 1 4 
(C^^1~>5o y ;/S 5 0 -?Xt)7 t —9<D* y± — is 

^yi^FD7^ *ffli*^k«»tte 1 3 

BE^D8S:*riii-5c-^T-y^S 5 IT'SISfD 1 
5 , I&liE^D 16, ^ y-fe — ^BBE^-D 8 U & 

[o o 3 2] m i sd, mmmjEmm:2^^^x, bse 

BE-7-»E««EF 9ttA*i LT«K#*D9, B8U-T- 
D 1 0, JSttffifftD 11, ^ y-fe — hD 1 
2, BiiE^D 1 3 Sr. 1S## D9^1 t^V^f-« 
£ fefClBiiE^D 1 4*r#* 0 7ry7°S 5 2CioV^T, 
Ii#fD9, ■U3U-T-D 1 0, JH4ffif«D 11, ^ s"fe 
~^^^x7FDl 2^^^ ^t-^^V^x^ 
I9£f1^-f£ 0 7T7 7 S S 5 3{C*5V^ ®S#-^D 
9 ^ i co^te^^S 6 1 iCifc^T, ^ y± — i>y 
^^i^hD19*3-KD20iLt, 5 
oMififro ^*Ua*S<D*^te N ^T-y^S 5 4fC*5V> 
X, ^ 7t-y^yx^ hD 19 £ 1 oiijOfftfiE^ D 

5 5^ittf 0 ^ry^S 5 STBiiE^D 

1 3 frffeffifr^btttetttti 2 0atwsfftt 

3-KD2ir#^ 0 y/S 5 6 tC*3V%T = — KD 
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